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Common Criteria or Common Confusion?

Misperceptions about the global security standard abound

BY JENNIFER DEJONG
Security breaches get all the attention. But Com-
mon Criteria, the process designed to certify that
commercial software offerings are secure, is hard-
ly the stuff of headline news.

Mike Wolf wants to change all that. “Common
Criteria certification matters,” said the general
manager of the advanced products engineering
group at Green Hills, which sells real-time oper-
ating systems and embedded software. But until
people understand more about how the Common
Criteria evaluation process works—and what the
rankings mean—a more apt name for it might be
“Common Confusion,” he said.

Common Criteria for IT Security (CC) is an
international evaluation process and a set of
standards that mandates what types of security
threats categories of commercial software, such as
a database and an operating system, must guard
against. The certification process evaluates the
technical remedies a product offers to meet those

GETTING A GRIP ON SECURITY

What it is: Common Criteria is an evalu-
ation process and a set of standards
that specify the security threats
commercial software offerings =
must guard against. The word
“common” connotes that the pro-
cess is international. Prior to 1993,
individual countries implemented
their own security initiatives.

What it evaluates: How
commercial software han-

dles log-in, authentication

and access control; how it
encrypts critical data and

audits user actions, as well as how

it implements other, more advanced security
features.

Why it's confusing: The rankings have two dimen-
sions to them: The Protection Profile (which
specifies the security requirements that were

threats and assigns a level of assurance that
reflects the evaluators’ confidence in the prod-
uct’s ability to protect against those threats, Ora-
cle’s chief security officer, Mary Ann Davidson,
explained in an e-mail interview.

CONFUSION REIGNS
Evaluators examine issues such as how a product
manages log-in, authentication and access control
and how it encrypts critical data, as well as its abil-
ity to audit user actions, which is critical to track-
ing how security breaches occur. Confusion
results not because the process is inherently
flawed, said Wolf, but because the process has two
dimensions to it. People tend to focus on the sec-
ond dimension, without considering how it relates
to the first, he said.

The first, known as the Protection Profile,
identifies the security requirements that were
tested. The second, known as the Evaluation
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high degree of confidence in a product’s ability
to deliver a relatively low level of security.

—Jennifer deJong




Assurance Level, assigns a ranking from EALI (low) to EALT (high)
that signifies the level of confidence evaluators have in the prod-
uct’s ability to do what it claims to do in terms of security.

An EAL4 ranking is widely considered competitive, said Dan
Frye, vice president of IBM’s Linux Technology Center. But know-
ing that a product has met EAL4 is meaningless unless the profile
protection it was evaluated against is also taken into account, said
Wolf. For instance, Microsoft received a Common Criteria certifi-
cation for Windows 2000 at EAL4, against the Controlled Access
Protection Profile (CAPP). But CAPP represents only a minimal
level of security functions, defined as “casual or inadvertent
attempts to breach the system security,” he said. In other words,
“you can have a high level of confidence about a minimal set of
security functions,” he said.

Novell’s SUSE Linux Enterprise Server 9, running on IBM
eServers, earned CAPP/EAL4+ earlier this year, said Frye.
Microsoft declined a request for an interview, but a spokeswoman
said in a statement: “Microsoft regards Common Criteria (CC) cer-
tification as a critical measure of a product’s security assurance and
quality.... We are pleased to have received CC EAL4 Augmented
certification for the Windows 2000 platform (including Windows
2000, Windows 2000 Server and Advanced Server).”

Green Hills is currently seeking certification for the INTEGRITY
Separation Kernel (part of its operating system for embedded
development), against the Protection Profile for Separation Kernels
in Environments Requiring High Robustness (SKPP). The profile
represents a sophisticated set of security functions, which specifies,
among other things, that programs in different partitions are isolat-
ed from one another, Wolf said.

CC originated in June 1993, when the United States, Canada
and European countries joined forces to create a global standard for
software security, instead of relying on country-specific initiatives.
Version 1.0 of the CC was completed in January 1996 and became
ISO International Standard 15408 in 1999. The current version is
2.2, according to Common Criteria Evaluation and Validation
Scheme (CCEVS), which implements the certification in the Unit-
ed States.

Wolf said that although the CC certification rankings can be dif-
ficult to decipher, the CC process works and the key to understand-
ing it is education. “Awareness of security is growing, but it’s not yet
where it needs to be.” Meanwhile, the level of sophistication of
attack technology is frightening, he said. i
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